
BUSINESS CONTINUITY
2015

EXERCISES/TESTING 
– This year a major test is 
planned for a failure of the 
NICHE RMS servers, with a 
switch over to the server set 
at HQ(S).

INFORMATION SECURITY 
– This is an increasing issue, 
with individuals, organisations 
and governments coming 
under a range of attacks from 
both state sponsored and 
criminal networks. The cost of 
cybercrime during 2014 has 
been estimated at $300 billion. 

ORGANISATIONAL 
RESILIENCE – A phrase 
increasingly used in business 
continuity circles. It is mooted 
to be the overarching discipline 
into which business continuity, 
disaster management, crisis 
management and emergency 
management will all feed.   
The British Standards Institute has 
issued a new standard:  
BSI 65000  Guidance for 
Organisational Resilience.

Further reading and information is 
available through the Business 
Continuity Institute and 
Continuity Central

 
 
 
 
 
 
 

 
 

IT CHANGES IN TVP – 2015 will see 
the growth in the number of applications 
hosted within NICHE RMS. This will 
place an increasing number of policing 
activities within this one host software 
application. This then presents NICHE 
RMS as an increasing Single Point of 
Failure (SPOF). Major changes in the 
structure of the ICT Department, the roll 
out of Windows 8.1, the introduction of 
tablets for a range of officers and staff, 
and the trialling of ‘follow me’ telephony, 
will all support the transition to ‘Smarter 
Ways of Working’

CONTACT WITH STAFF – the Staffline 
has been discontinued. In future 
Thames Valley Alerts will be used to 
contact staff en masse on their work 
mobile phones.

STRATEGIC BUSINESS  
CO-ORDINATING GROUP

The SBCCG is the governance body 
in respect of business continuity for the 
force, chaired by the DCC. 

The next meeting is on  
3rd March 2014.

  If you have any area(s) you think would benefit from a  
 BC exercise, please contact Duncan Pratt on 700-6769  
or 01865 846769.

2014
DISRUPTIONS - 2014 saw a range of disruptions to 
service, mainly centred around failures to IT and radio 
systems. There are several of note:  

• The flooding across the South East at the start   
 the 2014 presented a challenge to the force   
 and its partner agencies. Unlike many other forces  
 in the South East, this force had no flood threats  
 to any operational bases. The opportunity was  
 taken to consult with the Department of  
 Environment staff in Gold regarding the risks to  
 force properties, using their latest data and  
 computer modelling. It was found that the  
 flooding, even of that severity would not be a  
 threat to any of our operational bases.

• A storm on the weekend of 15th. February  
 2014 resulted in some 120,000 properties in  
 North Oxfordshire losing power. A very busy  
 Gold was running at HQ (South) at the time.   
 Happily the emergency generator maintained  
 supply, and Property Services brought in a back  
 up unit to ensure continuity of supply.

• NICHE RMS encountered a range of problems  
 over the year, resulting in a series of outages.  
 These were initially associated with managed  
 upgrades and back record conversion.  
 A comprehensive set of guidance has been  
 published relating to such outages, which can be  
 found at: NICHE RMS BC Advice.

• A number of the core CRED IT applications have  
 failed repeatedly over the year, including the Voice  
 Activated Directory (VAD), CHARM and  
 Command & Control.

• The Reading File & Print Server failed, corrupting  
 the master index file, resulting in the file structure  
 being inaccessible. A new server was  
 constructed, and populated with data from the  
 central back up. Some 16 hours of data was lost,  
 and the outage lasted some 88 hours.  An  
 analysis of the ‘lost’ data revealed that there was  
 minimal damage, with only four members of staff  
 reporting any problem.

One recurring feature in the disruptions has 
been the effects of the major restructuring of IT 
applications and networks:

• An update for NICHE RMS issued over the  
 network desktop devices resulted in network  
 bandwidth being flooded. It was found that  
 the SNEPSNA network does not have  
 ‘Quality of Service’ (QOS) in relation to data  
 transmissions. This resulted in access to  
 core operational systems being very slow  
 or not loading. Remedial work to avoid  
 a repetition of this is in hand.

• The implementation of NICHE RMS, and  
 the increasing number of business  
 processes it covers, has presented a  
 problem in respect of the routine data  
 backups from the active servers at HQ  
 (N) to the secondary servers at HQ(S).   
 The sheer volume of data being  
 transferred in the 15 minute and   
 especially the weekly backups resulted   
 several times in the network being   
 swamped, affecting other core  
 applications. Work is under way to  
 remove these backups to a separate  
 part of the network.

EXERCISES – Two exercises were conducted:

• A water leakage at Reading Police  
 station resulting in a denial of access  
 to large areas of the building. This  
 involved staff from Property Services,  
 IT, etc.

• An arson attack on Banbury Police  
 Station resulting in a denial of   
 access to the whole building. This  
 involved the full range of staff using  
 the building and support staff.

A range of learning was gained, 
including the difficulty in the future of 
relocating staff when we have a much 
reduced estate.

A LOOK BACK

LOOKING AHEAD
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http://hqcdms/livelink/livelink.exe?func=ll&objId=36300461&objAction=browse&sort=name
http://www.bsigroup.com/en-GB/about-bsi/media-centre/press-releases/2014/November-2014/Organizational-resilience-standard-published
http://www.thebci.org/
http://www.thebci.org/
http://www.continuitycentral.com/

